
Cybersecurity – Attacks on smarthomes and IoT
made easy

Cyber industry in transition seminar, Helsinki 2023

Prof. Dr.-Ing. Andreas Noack
<andreas.noack@hochschule-stralsund.de>

<andreas.noack@hochschule-stralsund.de>


Einleitung Smarthome protocols Universal Radio Hacker (URH) Conclusion Literatur

Who am I?
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Research focus
Efficient cryptographic protocols ⇒ Internet of Things (IoT), Smarthome, ... [16][20][21]
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Smarthome – Digitization at home

The future of our houses is smart
In the future our houses will be fully automatic: light, heating, doors and windows
communicate with us and with each other, adjust to human needs!

There are many products on the market:
Brennenstuhl, Homematic (IP), innogy
SmartHome (RWE), Magenta SmartHome, ...
...and an even wider range of products on
the international market
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Smarthome – Smart and secure home?

What do most smarthome products have in common?
– They use proprietary radio protocols for which there are no open interfaces available
to the end user.

However, note that:
Smarthome devices are often very small
and are built to consume little energy. . .

What does that mean?
little resources ≈ little security!
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What can possibly go wrong?

How to attack radio protocols?
Replay/Relay. Resend old messages (Replay), Extending
frames via other communication links such as WLAN/
mobile radio (Relay).
⇒ Light turns on/off again, heating turns on/off, ...
⇒ Keyless-Go car opens, Immobiliser disengages, ...
Address-Spoofing. Change destination/source address in protected messages and
replay them.
⇒ Electronic door lock opens, ...
Out-of-Sync DoS. An attack on sequence numbers can desynchronise a device in a
smarthome network.
⇒ Suddenly smarthome devices stop working, ...
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Modulation, Encoding and Encryption

Analysis of a radio protocol on the 868.3MHz band
...needs some steps. This makes hacking more difficult, which is good for security!

Modulation. Bits are ”hidden” in the frequency (FSK), amplitude (ASK) or phase
(PSK) of sine waves.

Encoding. Encodings are often used to add redundancy or prevent long 0/1
sequences (Example: differential encoding).

1000101 → 100111

[Encryption]. Obfuscation or encryption (e.g. AES) is used in some cases.
100111 → 010101
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The logic of smarthome protocols

Typical smarthome messages (middle/upper price segment)
Received, demodulated, decoded and displayed as hexadecimal values:
aa aa aa aa e9 ca e9 ca 0b 24 a6 40 12 34 56 ab cd ef 01 0d c2 03

aa aa aa aa – Introduction, preamble: 10101010...
e9 ca e9 ca – Synchronisation (manufacturer constant)
0b – Length of payload (11 Byte)
24 – Sequence number (36)
a6 40 – Message type
12 34 56 ab cd ef – Source address and destination address
01 0d – Command: Open door, Turn light on, Open roller shutter...
c2 03 – Checksum (CRC16 variant)
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Motivation for the Universal Radio Hacker

The problem: Many security researchers cannot access radio protocols
Most of the protocol specifications are not public.
Proprietary communication hardware does not allow analysing

Ettus
USRP-N210 (RX&TX)

Great Scott Gadgets
HackRF One (RX&TX)

Realtek
RTLSDR (RX)

The solution
With Software Defined Radios, nearly any radio communication can be
recorded and sent. Is there an app for modulation, encoding and analysis?
⇒ Universal Radio Hacker [22]
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Universal Radio Hacker

Design goals: Universal Radio Hacker
Intuitive operation, abstraction from hardware layer, automatic recognition of
parameters and open interfaces [17].
⇒ Easy access for electrical engineering laymen and theoreticians

Universal Radio Hacker, Interpretation (Demodulation of raw signal, Representation=Square wave signal [Demodulated])
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Universal Radio Hacker II

Protocol logic analysis
Differential analysis: Highlighting changes compared to reference line and
automatic recognition of protocol fields [18].

Universal Radio Hacker, Analysis (Protocol logic analysis)
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Universal Radio Hacker II

Universal Radio Hacker, Analysis (Wireshark-like preview per message)

Protocol logic analysis
Different manually configurable encodings, message types (Data, ACK, ...) and
labels for protocol fields (name, color, representation).
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Universal Radio Hacker III

Generating signals
Wizard with autodetection of modulation parameters
Encoding is added automatically before sending

Universal Radio Hacker, Generation (Modulation of modified data, incl. fuzzing)
IoT security 12 / 26



Einleitung Smarthome protocols Universal Radio Hacker (URH) Conclusion Literatur

Universal Radio Hacker III

Universal Radio Hacker, Generation (Modulation of modified data, incl. fuzzing)

Generation features
Fuzzing (Range, Boundaries, Random) of protocol fields
Each message is manually editable
Configured checksums are calculated automatically
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Universal Radio Hacker IV

Universal Radio Hacker, Simulation (Real-time simulation of a participant for protocols with statemachines)

Simulation features
Real-time simulation with statemachines
Dynamic check/calculation of protocol fields, external programs possible!
Delay depending on SDR and computer (from approx. 100ms)
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Universal Radio Hacker IV

Protocol flow for attack on current smarthome system (→ Video)
1. Extract AES key from learning process (2 messages)
2. Open door lock with 4 messages (AES-128)

Universal Radio Hacker, Simulation (Real-time simulation of a participant for protocols with statemachines)
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Outlook: Typical vulnerabilities

Typical vulnerabilities in IoT products...
The key exchange is often done in plain text.
Independence of hardware and software logic, e.g. addresses or
counters are not protected with the included MAC, but only by a
non-cryptographic checksum at the message end.
Statemachine. Problems between hardware and software logic,
e.g. incrementing a counter before checking the MAC.
Security-by-Obscurity. Pseudo-cryptography, mostly ”encryption” with constants
Weak cryptography. Linear systems, short key lengths or poor operation mode for
block ciphers.
Relay/Jamming. Extending the signal via e.g. mobile radio or jamming the signal.
#KeylessGo #CentralLocking #Car #Supermarket
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Conclusion

Tools such as Universal Radio Hacker can be used to analyse proprietary
radio protocols and perform penetration testing on IoT systems.

What does that mean?
IoT protocols can now also be examined by theoretical experts! Manufacturers must
adapt to this, security-by-obscurity is no longer an option!

Some results and impressions
About 50% of the examined devices, especially cheap ones, have no security
mechanisms!
There are relatively expensive devices that can be physically destroyed via radio
(manufacturer informed).
The expertise of many manufacturers in the field of IT security is in need of
improvement.
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Outlook: Security on the road

Flipper Zero

The Flipper Zero is a tiny and portable hacking device with many communication
interfaces, e.g. IR, RFID, Bluetooth, radio ISM bands and more.
URH can export radio signals directly to the Flipper Zero. Happy hunting!
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Source: Stralsund Old Town

Thank you for your attention!
https://github.com/jopohl/urh ±  q
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